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“This Greedy Piggy Went to the Ad Market: Stealing Users' (Input) Data using Mobile
Sensors”

NepiAnyn

OL EVOWUOTWIEVOL OEVOOPEG OTA KLVNTA TNAEDWVA £XOUV EVOL TIOAU GNLAVTIKO POAO 0TV
CUUTOPEUCHN OVOPWTIOU-UTOAOYLOTH, evicxuovtog Kal aAlalovtag plllka Thv eUmMeLpila
Tou Xpnotn. QOotoOoOo, N KAKN XPrHon TOUC O GUVSUOOMO HE TNV OIoUcia EMOPKWV
UNXovIWopwy eAéyxou mpoofacng mapouotalouv pla mMAnBwpa KéUVWY TPOCWTILKOU
amoppnTou Kal achalelag. Onwg €xel 6N amodelyBel, umapyel éva eupl dpacua anod
ETUOEOELG OE KLVNTEC OUOKEUEG Xpnolhomolwvtag ta "mAovola” dedopéva amd Toug
EVOWUOTWHUEVOUC OEVOOPEC. Evw o0 TPONYOUUEVEC £PEUVEC QUTEG OL ETIOEOELG
xpetalovtav pla KakOBouAn epoppoyr) EYKOTECTNUEVN OTNV GUOKEUN 1 TNV €miokedn
HLOG KOKOBOUANG LoTooeAidag, mapatnerioape OTL UTIAPXEL Mol SLOPOPETIKN, TILO
aB6pufn mpooeyylon Tou ennpedlel OAoug toug Android xprnoteg xwpilg kauia
npoiUmnobeon.


https://zoom.us/j/99219940514

Je aut TNV epyaocia Tapouclaloupe Eva eVOANAKTIKO KOVOAL emiBeong, mou
XPNOLUOTIOLEL TO OLKOGUOTN MO TNG SLadrong yla va mapadwoel €va LeyaAo A Bog ano
SladopeTikeg €MIBECEL XPNOLLOTIOLWVTOG OEVOOPEG o€  Kwntd TtnAédwva. To
OUYKEKPLULEVO LOoVTEND amelAng Sev Baoiletal oe cUyKeKPLUEVES "adeLeg" edappoywV Kt
ennpedlel OAe¢ tic Android edoappoyéc mou Seixvouv Siadnuioslg Aoyw TOU
OKATAAANAOU HNXOVIOMOU MPOCGPACNC O0TOUC 0EVOOPEC. AVOAUOULE TOV TPOTIO LE TOV
OTlol0 Ol O€VOO0pPEC Kivnong HmopoUlV va amoKaAUYPouv MPOoWIIKOUC KwSLKOUG Kal
TIANPOdOPLEG YLa TNV TILOTWTLKA KApTa o€ VO SLadopeTikad cevapLa. To TPWTO CTOXEVEL
va amnoomndoel mAnpodopieg and tnv epapuoyn mou poPaAel T Stadnuioelg evw To
O6eVTEPO OTOXEVEL OAEG TLG EDAPLOYEG TIOU ELVAL EYKATECTNLEVEG OTO KLVNTO €VOG XPROTN.
To OUYKEKPLUEVO HOVTEAO eTiBeonc peyaAwvel KaBwWE oL EVOWHATWUEVEG Sladnuioelg
oTLG £PAPUOYEG UTTOPOUV VA XPNOLUOTIOLO0UV Kol AAAOUC GEVOOPEC OTWG TNV KAMEPQ,
TO HKPOPwWVO Katl to GPS av n epappoyn Stabetel tnv KatdAAnAn "adela".

AfloAoyoUpE TNV CUYKEKPLUEVN aTteAn, Sle€ayovtag pia LeYAAn Epeuva otig Stadnpioelg
Tiou pofdaAdovtal ano tig epappoyEg Tou Google Play. Ta anoteAéopatd pag dsixvouv
OTL oL Sladpnuloslc maipvouv MpoOcPacn OTOUG CEVOOPEG Kivnong Kal Sloppeouv ta
avtiotolya SeSopéva XwpPLg Koo cuvailveon armo Tov Xproth. H €peuva pag amodelkvuel
TNV EMTAKTIKI AVAYKN EVOG AUOTNPOU LNXOVIOUOU eAEYXOU TTPOCBOONG OTOUG GEVOOPEC
TWV KWVNTWV CUCKEUWV Yla TNV TPOOTOCLA TWV XPNOTWV KOL TOU OLKOCUOTAUATOG TNG
Stadnuong.
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“This Greedy Piggy Went to the Ad Market: Stealing Users' (Input) Data using Mobile
Sensors”

Abstract

Mobile sensors in modern smartphones play a crucial role in the human-computer
confluence by enhancing and transforming the user experience. However, misuse of
mobile sensors combined with the absence of sufficient access control mechanisms
introduce a plethora of privacy and security risks. As previously demonstrated, there is a
wide range of sensor-based attacks using the rich data captured from mobile sensors and
while previous attack paths depended on specific requirements such as malware or
visiting a webpage; we found that an alternative and stealthier approach exists and
affects all Android users without any requirements.

In this thesis we introduce a novel attack channel, that abuses the advertising ecosystem
for delivering a variety of sophisticated and sneaky attacks using mobile sensors. The
proposed threat-model does not depend on app permissions or user specific actions and
affects all Android apps that contain in-app advertisements due to improper access
control for sensor data in WebViews. We explain how motion sensor data can be used to
infer user’s sensitive touch input (pin, password, credit card info, etc.) in two distinct
attacks scenarios, namely intra and inter-app data exfiltration. The former targets
information obtained from the app that display the in-app ads, while the latter targets
every other Android app installed on the device. Unfortunately, as in-app ads have the
ability to "piggyback" on the permissions obtained for the app’s core functionality they
can also obtain information from other sensors such as the camera, the microphone and
the GPS.

To provide a comprehensive assessment of this emerging threat, we conduct a large-
scale, end-to-end, dynamic analysis of in-app ads that access mobile sensors in
applications found in Google Play. We find that in-app ads access and leak data obtained
from motion sensors in the wild and emphasize the need for a strict access control policy
that should be adopted and standardized to better protect users and the advertising
ecosystem.



